Ciphertext-Policy Attribute-Based Encryption (CP-ABE), especially large universe CP-ABE that is not bounded with the attribute set, is getting more and more extensive application in the cloud storage. However, there exists an important challenge in original large universe CP-ABE, namely dynamic user and attribute revocation. In this paper, we propose a large universe CP-ABE with efficient attribute level user revocation, namely the revocation to an attribute of some user cannot influence the common access of other legitimate attributes. To achieve the revocation, we divide the master key into two parts: delegation key and secret key, which are sent to the cloud provider and user separately. Note that, our scheme is proved selectively secure in the standard model under "q-type" assumption. Finally, the performance analysis and experimental verification have been carried out in this paper, and the experimental results show that, compared with the existing revocation schemes, although our scheme increases the computational load of storage Service Provider (CSP) in order to achieve the attribute revocation, it does not need the participation of Attribute Authority (AA), which reduces the computational load of AA. Moreover, the user does not need any additional parameters to achieve the attribute revocation except of the private key, thus saving the storage space greatly.
Introduction
Nowadays, the cloud storage as a novel technology of network storage, is enjoying more and more popular application for flexible data storing and sharing on demand. However, there also exist some security concerns, such as data confidentiality and information leakage. Once the users upload their data to the Cloud Storage Provider (CSP), they will have no choice but to trust the CSP and lose the direct control of their data. To solve this problem, users tend to encrypt their sensitive data using some cryptographic scheme before sending them to the CSP.
Sahai and Waters [17] in 2005 proposed the notation of Attribute Based Encryption (ABE). ABE can achieve fine-grained access control by using the flexible access structure, so it has been widely used in the cloud storage. Since then, some scholars have further proposed the Ciphertext-Policy ABE (CP-ABE) mechanism [6, 7, 8] and Key-Policy ABE (KP-ABE) mechanism [1, 10] , which can realize rich attribute operations so as to support flexible access control policy. However, all these ABE schemes have a common limitation, namely the system parameters must be chosen at the setup phase, which cannot offer complex flexibility. Lewko and waters [11] first solved this problem by introducing the classification of ABE scheme: small universe and large universe. In the small universe scheme, the size of attribute size is polynomial to the system parameter and must be set at the initial phase. More importantly, the public parameters increase linearly with the size of the universe. In the large universe scheme, the attribute universe can be arbitrarily large and the public parameters can keep constant. Afterwards, Rouselakis and Waters [16] proposed two large universe ABE schemes (one CP-ABE and one KP-ABE) on prime order bilinear groups. However, it does not involve the dynamic user and attribute revocation which is critical to cloud storage environment. Therefore, this paper mainly pursues the relative research on this issue.
Recently, individuals pay more and more attention on the problem of user and attribute revocation in the practical application of ABE. Ostrovsky et al. [14] in 2007 proposed the first revocable ABE scheme, however, the efficiency is rather low. Subsequently, Staddon et al. proposed a KP-ABE scheme [18] which can achieve the revocation of users, however, this scheme is limited to be used if and only if the number of attributes associated with ciphertext is just half of the whole attributes in the system. Liang et al. [12] proposed a CP-ABE scheme which achieved the revocation by using a binary tree, however, the efficiency is also very low. Moreover, it increases the computation and communication burden on the attribute authority greatly which may become the bottleneck.
Note that, all the above schemes can only achieve the system level user revocation, namely once some attribute of a user is revoked, he will lose not only the access permission corresponding to this revoked attribute, but also the access permissions corresponding to the other legitimate attributes. In the aspect of attribute level user revocation, individuals in the literatures [2, 4, 15] strove to achieve the revocation by setting the validity period for each attribute. This method is called coarse-grained revocation because it cannot realize the timely revocation. To solve this problem, Hur proposed a novel CP-ABE scheme in the literature [9] to realize the revocation by using a key encryption key tree, however, each user needs to store log(nu+1) key encryption keys additionally. Moreover, the scheme is proved to be secure in the generic group model. Subsequently, Yang et al. [21] proposed a CP-ABE scheme in the environment of cloud storage. In this scheme, the attribute authority generates two corresponding public parameters for each attribute, and once the revocation is implemented, the attribute authority needs to update the public parameters for the revoked attribute and the secret key for the user, which increases not only the computation load on the attribute authority but also the communication load between the attribute authority and the user. Note that, all these revocation schemes are only applicable to small universe environment that is not practical.
In this paper, we propose the first large universe CP-ABE scheme that combines proxy re-encryption method to achieve the attribute revocation. In this scheme, we achieve the revocation with the help of CSP, which offloads most of revocation operations for the authority. The keys are divided into two forms: the secret key for user and the delegation key for CSP, and the delegation key is used to re-encrypt the ciphertext. Only the users who are not revoked can can update the secret keys successfully and further decrypt the reencrypted ciphertext.
Preliminaries
Before proposing the concrete scheme in this paper, we first introduce the related technologies that will be used including bilinear maps and q-type assumption. [20] ) The bilinear group has been widely used in various cryptographic systems after it was proposed for the first time. Let ψ be a group parameters generation algorithm which takes as input the security parameter λ and outputs the group parameters (p, G, GT, e). In these group parameters, p denotes a big prime whose size is determined by the security parameter λ, G and GT are two multiplicative cyclic groups with order p, e: G×G→GT is a bilinear map satisfying the following properties: 
Bilinear Map

Q-type Assumption
 Definition 2. (q-type Assumption) Let G denote the bilinear group with prime order p, and the parameters a, s, b1,...,bq are chosen randomly in Zp, ɡ is a generator of G. Then the q-type assumption is that if there is an attacker  who is given the parameters:
Then, it is hard for to distinguish 1 ( , ) q as e g g from a random element in GT. In addition, we define the advantage of to solve the q-type assumption in G and GT as 
Large Universe CP-ABE with Attribute Level User Revocation
In this part, we will first give the system model for our proposed CP-ABE scheme with attribute level user revocation, then we give a selectively secure model in terms of the ciphertext Indistinguishability Under a Chosen Plaintext Attack (IND-CPA) which is defined between a polynomial time attacker  and challenger . Finally, we will give the detailed construction. 
System Model
(2)
The concrete system model of our proposed CP-ABE scheme is shown as in Figure 1 , which mainly consists of four entities as follows: . Note that, it must satisfy the restriction that any attributes set i S  cannot satisfy the challenge access control structure * in this phase. In addition,  can also make a series of ciphertext re-encryption query associated with the revocation users list of some attribute and the ciphertext. Finally,  gives the challenge ciphertext * CT to .
 Query 1: The attacker continues to make a series of secret key query and ciphertext re-encryption query as in Query 1 with the same restriction.  Guess:  outputs a guess   for  .
The advantage of  in the above game is defined as
Construction
Our proposed large universe CP-ABE scheme with attribute level user revocation based on Rouselakis et al. [16] construction is mainly composed of six polynomial time algorithms given as follows:
System Setup
In this phase, the attribute authority will generate the corresponding system parameters including the public key and the master key.
 Setup:
The setup algorithm takes the security parameter 1  as input, then it first runs the group generator to obtain ( , , , ) T D G G p e where G and T G are two cyclic groups of prime order p , and e is a bilinear map.
The attribute universe is p .
Then the algorithm randomly chooses parameters . Finally, the public key PK is set as ( , , , , , , ( , ) ) PK D g u h w v e g g  
The master key MK is set as 12 , ()
Key Generation
In order to improve the efficiency by outsourcing the decryption of cipher text, we give the concrete key generation algorithm as follows: Next, this algorithm uses the other part of the master key a2 to generate the delegation key as SK2=g a 2 for the CSP.
Once the user receives the key 1 SK  , it will choose a random exponent * p zZ  and compute:
, then we have:
Therefore, it sets the outsourced transformation key as
and the secret key as SK1=(TK).
Data Encryption
If a user wants to store his data m on the CSP, then he first define an access control policy ( , )  M where M is a ln  matrix, and the function  maps each row Mi of M to one corresponding attribute () i  with the restriction that  cannot map two distinct rows to one attribute just as in literature [10] . Next, the data encryption algorithm runs
 Encrypt:
The encryption algorithm takes as input the public key PK , the plaintext message m and the access structure encoded as an LSSS policy with access matrix 
Data Re-Encryption
If the attribute x of users list RLw is revoked, then we will use the broadcast encryption to update the cipher text for the purpose of revoking the access permission corresponding to attribute x without affecting the normal access of other legitimate attributes for the users in RLw.
x Re encrypt PK CT SK RL RCT SK  
The re-encryption algorithm takes as input the public key PK , the cipher text CT , the delegation key 2 SK and the revocation list x RL of attribute x . In addition, we denote i ID as the identity of user i.
Then the algorithm processes as follows:
1. If there is no attribute revoked, namely
then the CSP chooses a random p kZ  and reencrypts the cipher text CT as follows:
Therefore, the re-encrypted cipher text is set as
In addition, the re-encryption algorithm will generate the updated delegation key as
2. If there is an attribute x revoked from a user j ID , namely x RL , then the CSP will choose a random exponent xp vZ  and encrypt it as the cipher text header x CH using the broadcast encryption scheme [5] for those users , i ID i j  who possess the revoked attribute and have not been revoked.
Then the CSP also chooses a random p kZ  and reencrypts the cipher text CT to output:
. Also the re-encryption algorithm will generate the updated delegation key as
Partially Decryption
In order to achieve the outsourced decryption, the user needs to send his transformation key TK to the CSP,
and then the CSP decrypts the cipher text partially as follows: Here, we have 
, then the CSP implements the partial decryption on the cip her text CT  as follows:
Therefore, the partially decrypted cipher text is set as:
Once the partial decryption is over, the CSP sends ( , )
x TCT CH TCT   to the corresponding user for the final decryption.
Decryption
Once the user gets the partially decrypted cipher text, he will implement the final decryption to obtain the plaintext message as follows:
The decryption algorithm takes as input the partially decrypted cipher text TCT and the user's secret key 1 SK . Then it decrypts the cipher text as follows:
1. If there is no attribute revoked, then ( , , ) TCT C E F   . Then the user computes: 
If it satisfies that x ID RL  , then the user can decrypt the broadcast encryption ciphertext successfully to obtain the corresponding exponent
x v , and then continues to compute: . Note that this way  is correctly distributed and a is informationtheoretically hidden from the attacker .Then chooses random exponents ,, K   can be computed by using the parameters given in the assumption. The second term of () sr uh  cancels exactly with the problematic term of r v  . Therefore,  can compute the key components 
Then  generates the re-encrypted cipher text as follows:
x RL , then the CSP chooses a random p kZ  and reencrypts the cipher text CT as follows:
Therefore, the re-encrypted cipher text is set as 
Therefore, the re-encrypted ciphertext is set as
. Finally,  sends RCT to the attacker .
 Challenge: The attacker  submits to the challenger  two messages m0 and m1 with the equal length. 
Finally,  sends the challenge cipher text
to the attacker .
 Query 2:  continues to make to  a series of queries including the key generation query kg and the cipher text re-encryption query ree as in Query 1. , then  plays the proper security game, so we have:
) 0] 2 q s y T e g g Adv
Otherwise, T is a random element in T G , namely m  is completely random in the view of , so we have:
Analysis
In this part, we will compare our proposed large universe CP-ABE scheme with several existing revocation schemes in terms of functionality、storage cost、communication cost and computation efficiency.
The notations that will be used are described as denotes the bit size of the key encryption key in Hur's scheme [9] ; t denotes the number of attributes associated with the cipher text; k denotes the number of attributes associated with the secret key of a user; na denotes the number of all attributes in the system; nu denotes the number of all users in the system; nm denotes the number of revoked users.
Before the comparison, we will first carry out the concrete performance analysis on the broadcast encryption scheme [15] with constant length key and constant length ciphertext that will be used in our paper: the public key size is 
Functionality
The functionality comparison is demonstrated in Table   1 , from which we can see that Liang's scheme only achieve the system level user revocation, which is impractical in the normal application. However, our scheme、Hur's scheme and Yang's scheme achieve the attribute level user revocation. In addition, compared with the generic group model of Hur's scheme and the random oracle model of Yang's scheme, only our scheme is provably secure based on q-type assumption in the standard model, which has stronger security. Moreover, our scheme is applicable to large universe environment while the other three ones are limited to small universe environment. Table 1 . Comparison of functionality.
Scheme
Access control granularity Universe Model Assumption Liang et al. [12] system level user revocation Small standard DBDH Hur et al. [9] attribute level user revocation Small generic group -Yang et al. [21] attribute level user revocation Small random oracle q-parallel BDHE Ours attribute level user revocation Large standard q-type 
Storage Cost
The storage cost comparison is demonstrated in Table 2 .
The storage cost of attribute authority AA is mainly generated by the master key MK. Our scheme and Hur's scheme have short and constant master key, however, the master key in Liang's scheme grows linearly with nu and in Yang's scheme grows linearly with nu; The storage cost of data owner O is mainly generated by the public key PK. Hur's scheme has the shortest public key. The public key in Yang's scheme grows linearly with nu, in Liang's scheme grows linearly with nu and the column vector CT/t of access control matrix with each other as the slope and in our scheme grows linearly with na and nu, however, with constant slope; The storage cost of cloud service provider CSP is mainly generated by the ciphertext and ciphertext header. In Liang's scheme, the revocation is implemented by updating the key other than the ciphertext, therefore, the ciphertext grows linearly with GT. In Yang's scheme not only updates the key but also updates the corresponding ciphertext, therefore, the ciphertext grows linearly with t. In Hur's scheme, the storage cost includes the ciphertext and ciphertext header, moreover, the ciphertext grows linearly with t, and the ciphertext header grows linearly with t and nu with each other as the slope. In our scheme, the storage cost also includes the ciphertext and ciphertext header, moreover, the ciphertext and ciphertext header both grow linearly with t. The storage cost of the data user U is mainly generated by the secret key. Our scheme and Yang's scheme have shorter secret key which grows linearly with k. In Liang's scheme, the secret key is generated by using a binary tree, therefore, the size of secret key is associated with k 、 CT/t and nu. In addition, in Liang's scheme, the key updating is implemented by using the method of subset cover, so the storage cost also includes the updating key that grows linearly with the smallest cover set. In Hur's scheme, every user needs to store a plenty of key encryption keys to decrypt the corresponding exponents for key updating, therefore, the size of secret key not only grows linearly with k , but only grows logarithmically with nu.
Computation Efficiency
In order to evaluate the computation efficiency of our proposed large universe CP-ABE scheme with attribute level user revocation, we implement our scheme on a 3.4 GHZ processor PC with 64 bit Ubuntu 14.04 operating system、Intel ® Core TM i7-3770CPU and 4G memory. The experiment uses a 160-bit elliptic curve group based on the pairing-based cryptography library (PBC-0.5.14) [13] and cpabe-0.11 [3] which selects the super singular curve y 2 =x 3 +x over 512-bit finite field. The experimental data are obtained by computing the average value for 20 times. In this experiment, the time of PBC library computing a pairing operation is approximately 5.3 ms, and the time of computing an exponent operation in G and GT is approximately 6.2 ms and 0.6 ms respectively. In addition, the selection time of a random element in G and GT is approximately 14 ms and 1.4 ms respectively by using the operation /dev/urandom in Ubuntu 14.04 operating system. In this paper, we compare our scheme with several related schemes in terms of key generation time, encryption time, decryption time and re-encryption time, moreover, we set CT/t=6 and nu =8.
From Figure 2 , we can see that the key generation time grows linearly with the number of attributes, and our key generation time is slightly higher than that of Yang's scheme, however, is better than that of Hur's scheme and Liang's scheme. In particular, the key generation time in Liang's scheme is not only associated with the number of attributes, but also associated with the number CT/t of columns in the access control matrix and the number nu of all users in the system, therefore, its key generation time is much larger than the other three schemes.
From Figure 3 , we can see that the encryption time grows linearly with the number of attributes associated with the access control policy. Our encryption time is slightly higher than that of Hur's scheme, however, is better than that of Yang's scheme and Liang's scheme. Note that, the encryption in Hur's scheme involves some polynomial operations, however, the running time is very short which is omitted here. The encryption time in Liang's scheme is not only associated with the number of attributes corresponding to the access control policy, but also associated with the number CT/t of columns in the access control matrix, therefore, the encryption time is much larger than the other three schemes.
In the decryption experiment, the computation time is mainly influenced by the number of attributes used to decrypt. In order to demonstrate the experimental results better, we suppose that all the intermediate nodes in the binary tree use the (n, n) -threshold gates. In addition, our scheme is demonstrated under two circumstances, namely no attribute is revoked and 50% attributes are revoked. From Figure 4 , we can see that the decryption time in our scheme with 50% attributes revoked、Liang's scheme、Hur's scheme and Yang's scheme grows linearly with the number of attributes used to decrypt. Moreover, our scheme with no attribute revoked uses outsourced decryption, so the user needs only one exponent operation in GT. In addition, the decryption time of our scheme with 50% attributes revoked is a quadratic function for the attributes used to decrypt, however, we also uses outsourced decryption which decreases the decryption time of user greatly. From Figure 4 , we can see that, when the number of attributes used to decrypt locates in a certain range, the decryption time of our scheme with 50% attributes revoked is smaller than the other three schemes, and as the number of attributes used to decrypt increases, the decryption time goes over Yang's scheme and Hur's scheme successively, however, within acceptable range.
In addition, the comparison of re-encryption time is shown in Figure 5 . If there exists some attribute to be revoked, then the key or the ciphertext should be updated. Yang's scheme and Liang's scheme mainly implement the key updating while Hur's scheme and our scheme mainly implement the ciphertext updating. Therefore, from Figure 5 , we can see that the reencryption time in Hur's scheme and our scheme is larger and grows linearly with the number of attributes associated with access control policy. However, all these computations are implemented by the CSP that has a plenty of computing resources. Although the reencryption time in Yang's scheme and Liang's scheme is shorter, it requires AA to implement the key updating. As we all know, the computation resources of AA are limited, which may be the bottleneck in the system. 
Conclusions
In this paper, we propose a large universe CP-ABE scheme which can achieve the attribute level user revocation. Moreover, the performance analysis and experimental verification are carried out, and the experimental results show that although our scheme increases the computation cost of the CSP in order to achieve the attribute revocation, it does not require the participation of AA, which decreases the computation cost of AA. Moreover, the user does not need to store additional parameters to carry out the attribute revocation, thus it greatly saves the storage space.
